American
Library
Association

Resolution in Opposition to Facial Recognition Software in Libraries

Whereas facial recognition is defined as computer programs that analyze images of
human faces for the purpose of identifying them?;

Whereas the American Library Association (ALA) Policy B.2.1.17 (Privacy) states that
“Protecting user privacy and confidentiality is necessary for intellectual freedom and
fundamental to the ethics and practice of librarianship”;

Whereas the Library Bill of Rights states, “All people, regardless of origin, age,
background, or views, possess a right to privacy and confidentiality in their library use.
Libraries should advocate for, educate about, and protect people’s privacy,
safeguarding all library use data, including personally identifiable information™;

Whereas ALA’s Library Bill of Rights and its interpretations maintain that all library users
have the right to be free from unreasonable intrusion into, or surveillance of, their lawful
library use;

Whereas there have been efforts in Congress — including those by Senator Edward J.
Markey (D-MA), along with Senator Jeff Merkley (D-OR), Congresswoman Pramila
Jayapal (D-WA) and Congresswoman Ayanna Pressley (D-MA) — to regulate and
restrict facial recognition and biometric technology?;

Whereas ALA advocates for users to have the right to access library materials and
spaces without having their privacy invaded;

Whereas facial recognition data is often collected without the informed consent of the
individual, creating opportunities for the unauthorized surveillance and monitoring of
library userss;

Whereas the use of facial recognition technology has expanded without sufficient
oversight standards being put in place, especially for law enforcement?;

Whereas the mechanisms of facial recognition software are rarely revealed because of
proprietary status and intellectual property law;

Whereas current studies® on facial recognition software show extreme gender and
racial bias, a shocking prevalence of racist misidentificationé, and the use of prejudicial
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algorithms and harmful stereotypes that can lead to consequences for those
misidentified”;

Whereas the use of facial recognition technology is inherently inconsistent with the
Library Bill of Rights and other ALA policies that advocate for user privacy, oppose user
surveillance, and promote anti-racism, equity, diversity, and inclusion;

Whereas current federal law would not prevent library use data from being shared with
third partiesé, thus opening it up to mining, monetization, and malicious misuse;

Whereas 70% of the 404 respondents who offered comment in an ALA Intellectual
Freedom Committee survey distributed on February 24, 2020 on facial recognition
software expressed a negative opinion of the use of such software in libraries?;

Whereas the implementation of facial recognition software also impairs the privacy of
the library workers through compelled consent to the submission and use of their
biometric data;

Whereas ALA Policy B.1.2 (Code of Professional Ethics for Librarians) states in Article V
that as a profession we *“. . . advocate conditions of employment that safeguard the
rights and welfare of all employees of our institutions”; and

Whereas use of facial recognition systems is invasive and outweighs any benefit for
library use; now, therefore, be it
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Resolved that the American Library Association (ALA), on behalf of its members:

1. opposes the use of facial recognition software in libraries of all types on the
grounds that its implementation breaches users’ and library workers' privacy and
user confidentiality, thereby having a chilling effect on the use of library
resources;

2. recommends that libraries, partners, and affiliate organizations engage in
activities to educate staff, users, trustees, administrators, community
organizations, and legislators about facial recognition technologies, their
potential for bias and error, and the accompanying threat to individual privacy;

3. sftrongly urges libraries, partners, and affiliate organizations that use facial
recognition software to immediately cease doing so based on its demonstrated
potential for bias and harm and the lack of research demonstrating any safe
and effective use; and

4. encourages legislators to adopt legislation that will place a moratorium on facial
recognition software in libraries.

Adopted by the Council of the American Library Association
Tuesday, January 26, 2021, ALA Virtual Midwinter Council Meeting

L

Tracie D. Hall, Executive Director and
Secretary of the ALA Council
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